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Introduction
Energy-efficient membrane separation is expected to play a major role in supplementing and/or replacing the conventional energy-intensive processes such as distillation, adsorption and liquid extraction. Carbon nanotube (CNT) and graphene nanopore based membranes are promising systems [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] in the field of liquid and gas separations because of their potential to provide orders of magnitude higher flux than conventional polymeric [11, 12] , zeolitic [13, 14] , dense inorganic [15] , metal organic framework (MOF) [16] and hybrid membranes [17] . In the case of the CNT, high water fluxes represented as enhancement factors greater than 1000, defined as the relative ratio of flux through the CNT to that calculated through a nanopore of an equivalent diameter assuming no-slip Hagen-Poiseuille flow, have been reported from molecular dynamics (MD) simulations [18] [19] [20] [21] [22] [23] [24] as well as by experiments [3, 7, 9, 25] . This high water flux or enhancement is attributed mechanistically to the slip-flow [18, 21, 23] of water, and the presence of a depletion layer at the interface [21, 26] with the hydrophobic and atomically smooth graphitic walls of the CNT. Apart from the large enhancements from individual tubes, high water permeances have also been established from vertically aligned CNT membranes [3, 7, 9, 27] . Moreover, owing to simple and smooth-lined pores, sub-2 nm diameter single-walled CNTs can mimic some biological ion channels that exert exquisite selectivity and high flux, serving to inspire studies on stochastic transport of protons [8, 28] , cations [29] and larger molecules (ss-DNA [30] , Rhodamine 6G [31] ) under an external electric field. These studies have revealed that a size-selective ion sieving with a remarkable separation factor of 60 million can be obtained, which can be advantageous for desalination and water purification [8] . However, there are many open questions on transport inside CNTs [32] including the structure of the fluid, the role of CNT pore terminals in sieving, identity of the dominant charge carriers under various conditions of electrophoretic flow and the influence of CNT electronic structure (metallicity, chirality), length and the embedding matrix on the transport.
On the other hand, in the case of graphene, the extremely high molecular flux is due to atomically thin diffusion length of molecules [33] [34] [35] [36] . For example, Park and co-workers [2] drilled 5 nm pores in a defect-free bilayer graphene film, and demonstrated a Knudsen selectivity (approx. 5) of H 2 from CO 2 with a H 2 permeance that was four orders of magnitude greater than any state-of-the-art zeolite, silica, MOF and carbon molecular sieve membrane. In another breakthrough study on atomically thick graphene blisters by Bunch and co-workers [6] , sizeselective separation of H 2 from N 2 (ideal selectivity > 10 000) was demonstrated. Recently, our work observed graphene nanopores that demonstrate a stochastic switching of the gas flux, attributed to chemical rearrangement of the pore [37] . This remarkable property is unique for the graphene nanopores and can be exploited for development of a single-file diffusion sensor. Nanoporous graphene films consisting of hydrogenated pores (up to 2.3 nm in size) or hydroxylated pores (up to 1.6 nm in size) have been predicted to exhibit high salt rejection (because of the large solvation radii of ions) as well as high water flux, both of which are highly desired for water desalination [38] . Recent work by Mahurin et al. [35] validated these predictions, and remarkably high water flux and a near 100% salt rejection rate were reported. However, like CNTs, there are many open fundamental questions relating to molecular transport through the graphene nanopores. For instance, competitive sorption of molecules on graphene and its functionalized derivatives, and subsequently the influence of sorption on the overall separation efficiency are relatively unexplored. Also, our recent discovery suggesting dynamic structuring of the graphene nanopore questions the current notion of a rigid graphene pore structure used for modelling transport. Here, we review the work from our laboratory and others to elaborate on the mechanism of the ionic and the molecular transport through CNT and graphene nanopores while shedding light on the questions raised here.
Transport mechanisms (a) Ionic transport through a single carbon nanotube nanopore
One of the only ways to verify one is observing an ionic flux through a single, isolated nanopore is to block the pore with an agent commensurate in size, inducing the two-state Coulter effect [39] . Named after Wallace H. Coulter, who did extensive experimentation on counting and sizing cells, the Coulter effect is essentially a stochastic blocking of a single isolated channel connecting two reservoirs filled with an electrolyte (as the primary current carriers) and blocking agents. The two-state Coulter effect is undeniably the most robust technique to characterize the transport through a nanopore. The two-state stochastic pore blocking is important because it is a phenomenon exclusively attributable to a single nanopore. Without pore blocking, one cannot falsify the hypothesis that parallel defect pathways exist in the system, and that these pathways may dominate the observed transport phenomena. The Coulter effect has been demonstrated and used as a guide for assembly of protons translocating α-haemolysin pores [40] , DNA transport and sequencing in solid-state nanopores [41] , proton and ionic transport in CNTs [8, 28, 29] , as well as for the transport of biomolecules through graphene nanopores [42] [43] [44] .
A typical device to study the stochastic transport through CNTs is made by placing a CNT between two reservoirs containing an electrolyte. A large emphasis is given to make an ohmic seal between the CNT and the reservoir to avoid parallel transport through defects. When an external electric field is applied along the CNT, the small charge carriers in the electrolyte are driven along the CNT nanopore resulting in a constant baseline current proportional to the applied field. To create a blocking event in the CNT nanopore, ions with size commensurate to the nanopore diameter are added to the reservoirs. When the electric field is increased beyond a threshold value, the ions shed their hydration shell and enter the nanopore leading to a blockade event (figure 1a). For a single nanopore, up to two states are observed. The first state corresponds to the open-pore baseline current because of the transport of the primary current carriers (figure 1b, traces i and iv), and the second state corresponds to the transient blockade current (figure 1b, trace connecting ii and iii). The reduction in current during the blockade event is essentially due to reduction in the number of current carrying ions, which in turn is due to steric hindrance from the larger blocking ion. The decrease in the baseline current known as the pore blocking current, I blocking , is proportional to the size of the blocking ion for a fixed voltage across the nanopore, whereas the frequency of the event relates to the concentration of the ions. Figure 1c -e highlights the key characteristics of the stochastic ion transport in CNT nanopores. First, addition of the blocking ions to the electrolyte leads to a smaller baseline current because of reduction in the concentration of the primary current carrying ions (figure 1c). Second, there exists a threshold voltage, V threshold , below which the larger pore blocking ions do not enter the nanopore. This relates to the entropic and the enthalpic penalties for the ions to shed their hydration shell. Beyond this threshold voltage, the pore blocking current, I blocking , follows a linear scaling with the applied voltage, V (figure 1d and equation (2.1)). Third, for a given ion with a certain ionic mobility, the dwell time of the pore blocking event, τ dwell , is inversely proportional to the driving force (V − V threshold ) (figure 1e and equation (2.2)).
and
where q ion is the charge on the ion, μ ion is the ionic mobility inside the CNT and L is the length of the CNT. The Coulter effect has also been observed for the translocation of DNA through graphene nanopores [42] [43] [44] . In addition to the Coulter effect caused by pore blocking, the stochasticity has been also observed because of semi-stable changes in the nanopore configuration [37] . The commonality in both the cases is that the fluctuations are observed because the traversing molecules are commensurate with the pore size, though in the case of the Coulter effect, the charge carriers are typically smaller than the blocker and the pore. Graphene pores differ greatly from CNT pores in their aspect ratio, in that they have effectively no thickness, compared with the 10 nm-1 mm lengths of CNT pores. Therefore, a molecule's τ dwell is determined by the length of the molecule rather than the length of the pore. The Coulter effect is clearly observed for DNA translocation because of the time required for the entire length of the molecule to pass through the pore [42] [43] [44] .
While the stochastic fluctuations related to transport in nanopores are typically observed in aqueous systems, and measured with ionic conductance, the stochastic fluctuations have also been observed in graphene nanopore systems for transport of gases [37] . In this case, flux of small gases such as He or CO 2 through a few graphene pores is repeatedly measured over time, and stochastic fluctuations in permeance with time scales of minutes are observed. In this case, the molecules themselves are too small to have an observable dwell time. As there are no other large blocking molecules, the different states and stochastic fluctuations are attributed to the small 
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Illustrations of the transport pathway for gas molecules through pores of varying diameter. As pore size reduces, transport mechanism changes from the viscous flow (a) to the Knudsen flow (b), then to the surface flow (c) and finally to the configurational flow (d) where molecular sieving is observed. (e,f ) Gas transport mechanism for two-dimensional graphene membranes. The mechanism in (e) refers to the gas phase transport involving a direct molecular impingement on the pore, whereas the mechanism in (f ) refers to the adsorbed phase pathway, where molecules first adsorb on the basal plane of graphene, then diffuse to the pore site and finally translocate the pore. (Online version in colour.)
changes in the configuration of the graphene pores [37] . These rearrangements in the graphene structure are essentially because of the dynamic switching of the molecular bonds, a phenomenon recently demonstrated by imaging graphene surface in an aberration corrected transmission electron microscope [45] [46] [47] . The permeation changes because of the structure rearrangements are so drastic because the permeating molecules are commensurate with the pore size, and the rate at which they can pass through is strongly affected by even small changes in the pore structure. This is ultimately similar to the Coulter effect in that both effects are due to the similar size of the nanopore and the blocking or translocating molecules. One needs to understand the gas transport regimes to fully understand the stochastic gas transport in graphene. Gas transport through a three-dimensional porous matrix is dependent on the relative ratio of the pore diameter to the molecular size (figure 2a−d). When the pore diameter is much larger than the size of the traversing molecule, the molecule does not experience the potential from the pore wall, and the transport takes place in the viscous (Hagen-Poiseuille) regime (figure 2a; flux described by equation (2.3)). As the pore size shrinks, and when the mean free path of the molecule becomes much larger than the pore diameter, the frequency of moleculewall interactions exceeds that of the molecule-molecule interactions and the Knudsen transport dominates (figure 2b; flux described by equation (2.4) ). When the pore diameter is comparable with the size of the molecule, the molecule never leaves the force field of the pore wall and the surface diffusion becomes the primary transport mechanism (figure 2c). Here the transport of the larger molecules is faster than that of the smaller molecules because of stronger affinity of the larger molecules to the pore wall. Finally, when the pore diameter is small enough such that only one molecule can fit in the pore cross section, configurational diffusion (activated diffusion) takes place (figure 2d). This configurational transport is responsible for the size-selective separation of molecules. . Here, the interaction energy is calculated using the Lennard-Jones potential [48] . Reproduced with permission from [48] . (Copyright 2012 American Chemical Society.) (Online version in colour.)
where P is the applied pressure, r is the diameter of the pore, P is the pressure difference, T is the temperature, R is the universal gas constant, M is the molecular weight, η is the gas viscosity and L is the pore length.
In the case of two-dimensional nanoporous graphene, the transport mechanism is dominated by molecule-pore and molecule-basal plane interactions. Without any length to the pore, the transport is controlled entirely by the likelihood of a molecule encountering a pore, and any energy barrier to cross the pore. The first pathway, depicted in figure 2e, is for the molecule to impinge on the pore from the gas phase with enough energy to pass through the pore, effectively as a collision with the surface. The molecular flux in this case can be described by equation (2.5) [48] :
where σ is the fractional surface coverage of pores and E a is the barrier energy to transverse the pore. In the gas phase transport regime, separation factor for a mixture of gases is determined by the relative ratios of the molecular weights and difference in the activation energies to cross the pore.
Another pathway for the molecule to encounter the pore is via the adsorbed phase on the graphene surface [48] . The surface of pristine graphene interacts with gases in the following order of binding strength: (He, Ne, Kr)< H 2 < N 2 ∼ O 2 < CH 4 < CO 2 [49] [50] [51] . For pores much larger than the size of the molecules (such that the activation energy to cross the pore is negligible), the equilibrium multicomponent adsorption determines the relative flux of the molecules through the graphene pores. Simulations have shown that this pathway can be important in determining the separation performance of graphene membranes [50, 51] . Figure 3a −c illustrates the general steps and the energy barriers in the adsorbed phase pathway. While the transport by the adsorbed phase pathway is multistep compared with a single-step impingement in the gas phase pathway, analytical expressions can be derived for the rate limiting steps, providing insights into the molecular flux and selectivities [48] . Figure 4 compares the typical unprocessed current traces and the corresponding pore blocking events from the stochastic transport of various cations (Li + , Na + and K + ) in isolated CNT nanopores [8] . Herein, the baseline, unattenuated current is generated because of the transport of the primary charge carriers (protons) in the electrolyte. Comparison of the traces (i) and (ii) indicates the effect of ion concentration on the blocking events. Upon increasing the concentration of K + ions from 1 to 3 M, the frequency of the pore blocking increases as indicated by the relative increase in the intensity of the histogram peak corresponding to the blocked state ( figure 4, trace ii) . This relates to the fact that high concentration of potassium ions increases their probability to find the nanopore entrance, and subsequently block the pore channel. Traces (iii) and (iv) show the transport data for Li + ions at two different driving potentials across the nanopore. Consistent with the prediction of equation (2.1), the pore blocking current increases from 150 pA to 5 nA, when the driving potential is increased from 0.6 V to 3 V. Traces (i)-(iv) exhibit only two states corresponding to the baseline current and the blockage current, respectively. The presence of this two-state Coulter effect is the determining signature of single nanopore transport. In the case of two parallel nanopores, three distinct states can be observed (traces v and vi). In general, for n parallel nanopores with equivalent blocking currents, the number of possible states is equal to (n+1). However, for an enormously large number of parallel nanopores such as those in aligned CNT membranes [7] , it is difficult to observe stochastic blocking.
Analysis of ionic transport through carbon nanotubes
Sub-2 nm diameter CNTs exert significant wall potential on the confined fluid as well as on the ions traversing the pore [8, 28] . Many research groups have reported a diameter-dependent water phase inside the CNT, and have found that the CNT confined water can exist as ice at elevated temperatures for a narrow range of CNT diameter (1.0 to 1.2 nm) [18, 25] . The diameterdependent water structures have been shown to correlate with the water flow rate and the corresponding flow enhancement [52, 53] . Recently, we reported the diameter-dependent ionic transport (figure 5a) in isolated CNT channels [28] . Horizontally aligned CNTs were synthesized by the chemical vapour deposition (CVD) process, and subsequently characterized by resonant Raman scattering. The phonon modes from individual CNTs were obtained under the resonance condition (when the laser excitation energy matches the energy separation between the Van Hove singularities in the CNT valence and conduction bands). Precise information on the tube chirality and the diameter can be obtained by studying the radial breathing mode and transverse (G) mode of the CNT. We emphasize that the detailed knowledge of CNT length, diameter and metallicity (metallic/semiconducting) makes the corresponding transport data highly falsifiable, and easy to reproduce in other laboratories. Our study of ionic transport in the precisely characterized CNTs with a diameter range of 0.94-2.01 nm revealed that the pore blocking current changes non-monotonically with the CNT diameter (figure 5a). The pore blocking current was highest for the 1.6 nm CNT, and decreased for the smaller and the larger diameter tubes, consistent with MD simulations and the experimental predictions on the discontinuous scaling of water transport with CNT diameter [18] [19] [20] [21] [22] [23] [24] [25] . This strong non-monotonic diameter dependence is essentially due to a step change in confinement effects for CNTs smaller than 2 nm in diameter [18] . In fact, recently Pascal et al. [53] demonstrated that water molecules inside 0.8-2.0 nm diameter CNTs have lower free energies than the bulk water, with a non-monotonic trend in entropic and enthalpic contributions to the free energy with respect to the diameter. We did not find any significant diameter trend for the dwell time of the ions. Moreover, the pore blocking current did not exhibit any significant correlation with the metallicity of the CNTs.
The stochastic transport of monovalent (K + and Cs + ) and divalent (Ca 2+ ) cations from our study confirms the linear correlation (equation (2.1)) of I blocking with V ( figure 5b(i) , c(i) [28] . At larger voltages, the linear regime breaks down (figure 5b(i)), possibly due to significant accumulation of the cations near the negatively charged CNT pore mouth, thereby depleting the concentration of the current carrying ions (protons). The trend in τ dwell matches the correlation in equation (2.2) for monovalent as well as divalent cations (i.e. τ dwell proportional to 1/V; , where the trend of dwell times for these ions is shown in the panel (ii). All data were collected on isolated ultra-long (1 mm in length) CNTs with a diameter range of 0.5-2.0 nm [28] . The CNTs were synthesized by the CVD process on a Si/SiO 2 substrate. The ion currents were measured by the voltage clamp technique using Ag/AgCl electrodes. Adapted from [28] . (Online version in colour. ) figure 5b(ii), c(ii) ). This scaling confirms that the pore blocker is a positively charged ion, and has a constant electrophoretic mobility. A comparison of I blocking and τ dwell for various blocking ions can provide insights into their solvation radii. For example, the scaling of I blocking with the ion type was Li + < Na + < Cs + < K + (figure 5d(i)), and the corresponding scaling for τ dwell was Li + < K + < Cs + < Na + ( figure 5d(ii) ). These results indicate that while Li + sheds its large hydration radius to enter the pore mouth, Na + is perhaps not completely desolvated inside the CNT and therefore has reduced mobility inside the tube. The stochastic transport experiments indicate that the primary current carrying ions could be either protons or cations. For example, in our previous experiments [8] with ultra-long (500-1000 µm long) CNTs, conductance did not increase with an increase in the concentration of anions, thereby ruling out anions as the primary current carriers. The blocking events changed significantly with the type and the concentration of cations (figure 4). In contrast with the alkali chlorides (LiCl, NaCl and KCl), no blocking events were detected with tetramethylammonium chloride, which yields a considerably large (0.7 nm) Me 4 N + cation, indicating that the small cations (Li + , Na + , K + ) and not the anion (Cl − ) were the blockers. Moreover, the conductance increased linearly from an average of 25-90 pS when the pH was decreased from 8 to 1, indicating that the protons were the primary current carriers. This linear increase in conductance with carrier concentration is consistent with every other study on the stochastic pore blocking [7, 29] , indicating transport took place through the CNT nanopore and not through any parallel defects. Interestingly, for much shorter tubes, ions (K + and Cl − ) have been reported as the primary current carrier. Noy and co-workers [29] reported a linear scaling of the conductance with the salt concentration through ultra-short CNTs (less than 20 nm in length) embedded in lipid bilayer membranes. In this case, the conductance decreased when the pH was reduced, demonstrating that protons were not the primary current carrier.
The linear scaling of the conductance with the concentration of the current carriers indicates defect-free transport. By contrast, a subset of the literature [30, 54] has reported a nonlinear (power-law) scaling of the conductance with the concentration of the charge carriers. This perhaps can be explained by the presence of a parallel transport pathway (defects) along with the CNT nanopore. Interestingly, they also report counterintuitive current spikes (transient current enhancements) associated with the translocation of molecules (ss-DNA, dyes) through the CNT nanopore. Current hypothesis on the origin of the current spikes is that the accompanying counter-ions might dominate the electrolyte volume displaced by the molecule, thereby increasing the overall current during the translocation event [32] . Apart from the studies by this group, these current spikes have not been reported in CNT nanopore based transport, and further studies are needed to elaborate the origins of current spikes.
Analysis of transport through graphene membranes
Gas transport through a single-or a few-layer graphene membrane has been reported by several groups [2, 6, 37, 55] . A common observation has been the linearity of flux versus pressure, an example of which is demonstrated in figure 6a [37] . The observed ideal selectivities (based on a single species measurements) for larger pores were close to the Knudsen selectivity [2] , which is the inverse ratio of the square root of molecular weights. For smaller, UV-ozone etched pores, the observed ideal selectivities are higher because of the molecular sieving effect indicating that there is a non-zero activation barrier for traversing the pore [37] . Selectivities are shown in figure 6b, with over an order of magnitude difference between the quickly permeating species (He, H 2 , N 2 O and CO 2 ) compared with the slowly permeating species (O 2 , Ar and N 2 ) [37] . N 2 O and CO 2 show much larger permeance than what would be expected based on size alone. This can be attributed to the polar nature of the molecules enabling favourable electrostatic interactions with the graphene surface comprised of sp 2 -hybridized carbon lattice and functionalized nanopores, thereby lowering the large energy barrier that would be present if only London dispersion forces were in play. Plot of the gas permeance versus inverse square root of molecular weight. Error bars indicate distribution of observed permeance because of stochastic fluctuations. These measurements were carried out on atomically thick suspended, singlelayer graphene obtained by micromechanical exfoliation. The graphene was deposited on predefined etched well on Si/SiO 2 wafer, approximately a cubic micrometre in volume, and was capable of sealing various gases in the well. Molecular sized pores were etched on the graphene surface using UV-ozone treatment [37] . Reproduced with permission from [37] . Recently, we reported stochastic fluctuations in gas transport through a graphene membrane, a phenomenon similar to the Coulter effect [37] . Here, the permeance was measured from the rate of change in the atomic force microscope (AFM) deflection profile from the bulged curvature of pressurized graphene, which was etched to generate only a few nanopores. By re-pressurizing the microcavity, and repeating this experiment multiple times, the permeance could be measured over time, and stochastic changes between repeatable states were observed. The combined transport data from all experimental runs with Ne for one sample are summarized in figure 7 , along with a fit to the discrete states. Analysis of τ dwell and permeance in each state indicated that these states originate from the two-state fluctuations of three separate nanopores, and their occurrence frequency corresponds to an activation energy similar to the cis-trans isomerization.
The stochastic gating effect in graphene nanopores has been also reported for ionic transport. Recently, the Karnik group demonstrated a voltage-driven stochastic gating of K + ions by a negatively charged sub-2 nm wide graphene nanopore [56] . The stochastic switching events had a single characteristic time scale (approx. 25 ms), suggesting protonation and deprotonation of the nanopore's functional groups as the primary driver of the gating effect. This observation was corroborated by a modified Nernst-Planck model incorporating ion hydration and electrostatic effects, which showed that an addition of 2e − charge on the nanopore would change the ionic current from 0.13 to 1.9 nA for a 0.8 nm wide pore.
Conclusion
Similarities exist between transport through CNTs and graphene nanopores despite them representing opposite extremes of aspect ratio. In both cases, transport is limited to a nanoscale constriction commensurate with the size of the translocating molecules. Experimental results with both CNTs and graphene nanopores have demonstrated the Coulter effect, an observable decrease in ionic current because of a blocking molecule entering the pore. Both systems share a high degree of sensitivity to the translocating molecule: demonstrated in CNT systems as a dependence of I blocking and τ dwell on the selected cation, and demonstrated in graphene systems as the molecular sieving effect with a large separation selectivity between gas molecules differing in size by only a fraction of an angstrom. In addition, graphene nanopores demonstrate unique stochastic gating, reminiscent of biological ion channels, stemming from stochastic structural rearrangements.
Herein we discussed the mechanism of the ionic and molecular transport through the CNT and the graphene nanopores, while focusing on the stochastic transport. We highlighted that the most conclusive characteristics of a single CNT nanopore transport is the two-state Coulter effect which is also linked with a linear scaling of the conductance with the applied potential across the pores. We discussed that by characterizing the blockage current and the dwell time, one can learn about the relative size of the blocking molecules, the ionic charge and the electrophoretic mobility. We also discussed that precise characterization of the CNT diameter is extremely important to reproduce the transport results in other laboratories, as the transport is highly diameter-dependent owing to the diameter-dependent phase of water inside the CNT. On the other hand, the transport in graphene is dependent on either the rate of gas phase impingement or the two-dimensional diffusion of adsorbed molecules to the graphene nanopores. Overall, the molecular selectivity is dependent on the competitive sorption and the activation energy to cross the nanopores. Finally, new insights into the dynamic structuring of the graphene nanopores that leads to the stochastic changes in molecular flux make the graphene nanopores quite unique.
